SSH votmepaari tekitamine
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1. Tomba Putty kodulehelt PuTTYgen programm. Salvesta see nditeks omale t6dauale.

Binaries
The latest releass version (8 avalink uuel kaardi hinke iz 1
version, it might be worth trw Avalink uues aknas W to se

Cipen Link in Foreground Tab

For Windows on Intel x86 ©pen Link in Background Window
Open Link Here

PuTTTY utty exe BESA
PuTTYtel: puttytel el gtrs '”Eh"'d]atesse (RSA
F3CFE: picp.exe Saada link. " BESA
PSFTE: ) Kopeeti ingi aadress SA

. s = kEopeeri gR_
Plink: phnl exe BESA

) Ciksi mookoriga Google Fraasi "putbvgen.exe”
Pageant. pageant. s Vaata waliky 153htekoodi @
PuTTYgen: [puttyg iof by FTEY (BS54 .
A ZTP file contaming all the binaries {except PuTTYtel}, and also the help
Zip file: putty zp {or by FTEY (BEoA .
A Windows installer for everything except PuTTYtel
Tam e [P R b I - TR B, | R, Emam e TN A
2. Kaivita: Run
Open File - Security Warning E|

The publisher could not be venfied. Are you sure you want to
run this software?

Mame: putbygen.exe
Publisher: Unknown Publizher
Type: Application
From: C:\Documents and Settingsi sdministratoriDeskiop

l Run J [ Cancel

Alwaps aszk before opening thiz file

This file does not have a valid digital signature that verifies itz
publizher. ou should only run software from publizhers o trust.
How can | decide what software bo run™?

3. Maéra genereeritava votme tiiiibiks SSH-2 RSA ning soovituslikult mddra ka votme suuruseks
2048 (vaikimisi 1024). Seejdrel vajuta nuppu Generate.
Liiguta hiirt programmi tiihjal alal tekitamaks juhuslikkust, mida kasutatakse votme
genereerimiseks, kuni roheline riba on joudnud 16ppu.


mailto:helpdesk@emu.ee
http://www.chiark.greenend.org.uk/~sgtatham/putty/download.html

Z PuTTY Key Generator,

File Key Conversions Help

Key
Mo key.

Actions

Generate

Load an existing private key file Load

Generate a public/private key pair

Save the generated key

Parameters

Type of key to generate:

(O 55H-1 (RSA) (O 55H-2RSA (%) 55H-2 D54
MNurnber of bitz in & generated ke 2044

]

4. Kui voti on genereeritud, siis tdida lahtrid:

Key comment: <siia kirjuta oma nimi>

& PulTY Key Generator,

File Key Conversions Help

Fey
Pleaze generate some randomness by moving the mouse over the blank area.

Actionz

Generate a public/private key pair
Load an existing private key file

Save the generated key

Parameters

Type of key to generate:

Mumber of bits in a generated key:

Key passphrase/Confirm: <VidgaHeaParool>
Seda parooli hakatakse kasutama votme avamiseks.
NB! Seda parooli tohib teada ainult vome genereerija! Ka ei ole see parool seotud EMU keskse

konto ega selle parooliga.

& PuTTY Key Generator

File Key Conversions Help

Key

Bublic key for pasting into OpenSSH authorized_keys file:

ssh-dss ~
AAAARINZzACT ko3MARAE BAKPW /BZ0cIkBINZXNRW wA4PA  nIETnU otOCR 1By
HF o0 GfzmnZMBRA)FwEPDy+bhpeh 7L wogéayH 4 sd7SEe4dIdiLFDF 5 p3kiB
cJFbtbditwzrk 23T evbdlooh+ k2 MY PT rioH umimzF hvadl 87 c 7 Dek fwkZpk S 3t tFCakl
#0051 49iwcIMISRFG 990 72<rPw sCB Td2UB0Ld7PE wLE 2 sH OLpR Lp+A0R0sSnsl G+

|ssh-dss 2048 28:82:9f0d:99:88:b0:02:b3: Be:Babb: 2ecebibe e
| i Nimi

Key fingarprint:

Key comment:

Key pazsphraze: | sssnes

Confirm pazsphrase: |uuu|

Actions

Load an existing private key file

Save the generated key

Generate a public/private key pair

Save public key ] [ Save private key ]

Parameters

Type of key to generate:
(O 55H-1 [R54) (O 55H-2R54

Mumber of bits in a generated key:

(&) 55H-2 [I5A

2048

5. Salvesta genereeritud votme AVALIK pool ndteks ssh-keys kataloogi: Save public key
Faili nimeks pane oma nimi ja médédra ka faili laiend. Néiteks .pub (sonast public). Programm

ise laiendit ei paku. Salvesta: Save



= PuTTY Key Generator IE

File Kew Conversions Help

Save public key as:

Savein: | 3 sshkeys o Q _" £® i
tdy Recent Documents
@ Desktop
My D ocuments
My Recent = 3
Documents & My Computer
= e Local Digk [C2)
@ Hé CD Diive [O:)
Deskiop [ Shared Documents
[ My Documents
; \d My Metwork, Places
__,-7 |5) updatexpress

My Documents

€

dy Computer
File namne: |MinuNimi.pub b | [ Save J
Q Save az type: |A|| Files [7.7) - | [ Cancel ]
My Metwork
|

6. Salvesta votme PRIVAATNE pool: Save private key
Seekord pakub programm ise laiendi: .ppk. Faili nimeks pane jdllegi oma nimi ning salvesta:
Save.
NB! Votme privaatset poolt tuleb hoolega hoida voorastesse kétesse sattumise eest, seda ei tohi
dra kaotada ega ka unustada parooli, millega selle votme lahti saab. Kui voti on
kompromiteeritud, siis tuleb sellest koheselt teavitada IKT osakonda ja voti kasutusest
eemaldada (sh serverites asuvad avalikud pooled).

 PuTTY Key Generator |§|

File Key Conversions Help

Sawve private key as:

Save in: |E}ssh-keys V| €] 5 s e

5

My Fecent
Documents

®

Desklop

My Documents

€

by Computer
File name: |MinuNimi.ppk| A | [ Save ]
Q Save as bype: | PuT T Private Key Files [*. ppk] v | [ Cancel ]
by Metwork,
— |

7. Sellega on voti genereeritud ja voib PuTTYgen programmi sulgeda. Soovi korral kustuta ka



toolaualt.

Open
Run as...

B Allkirjasta Mobiiliga
B allkirjasta ID-kaardiga

[EA5can selected files with Avira

B Add ko archive. ..

B add to "puttygen.rar”

B Compress and email. ..

B Compress to "puttygen. rar” and email

Send To >

Cuk
Copy

Create Shorkout

Rename

Properties

putbygen.exe

Serverile ligipddsu saamiseks saada votme avalik pool serveri haldajale. Voti tuleb saata
manusena (attachment).

ﬁ Koostamine: minu avalik voti

Fal Redigeerimine Vaade Lisamine Vormindus — Valkod — Tédristad  Abi

!ESaada I%ﬂ?ﬁigekiri - @)Lisa - g Turvalisus = Salvesta -

Saakja: |Minu Mimi =minu, nimi@enmu,ee> 7. v| Manused:

4] MinuMimi.pub
- Kellele: I B b@ermu.ee u P

Teema: | rir avalik, wiki |

|Sisutekst vl |Ml.|ut|iku laiusega vl -l_ B ﬁ B A ﬂ
Tere,

Saadan oma avaliku vitme.
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